tp-link | deco

Deco App
User Guide



Get Sta rted .............................................................................. 1

About Th|S Guide ...................................................................... 2
INtrodUCHION to DECO App s 3
Set Up Your DeCO Network ................................................. 4
Network .................................................................................... 8
Create a NeW Network ........................................................... 9
Switch Between Deco Networks s 11
Monitor Your Deco Network e, 13
Manage Your DECOS: s 14
Add More DeCOS .................................................................... ’| 5
Rep|ace Main DeCO .............................................................. ’I 6
Manage Network Clients ................................................... ’I 7
Protect Your Network with HomeShield Pro - 20
Smart Home .......................................................................... 21
Add Smart DeViceS .............................................................. 22
Quickly Do Tasks with Shortguts s 23
Automate Your Smart Devigeg e 25

Parental Controlg: s 27
Control Online Time and Content s 28
MOHItOF the |nternet Usage .............................................. 30

Owner and Managers ......................................................... 31
Add Managers ......................................................................... 32
Set Privileges for Managers s 33
Change Account |ﬂf0rmatlon ........................................ 34
Change Network O\Nner .................................................... 35

More Features ...................................................................... 36
TeSt Features at the DeCO Lab ....................................... 37
CheCk Network Reports .................................................... 38
Block/Unblock Specific Devicgs «wres 39
QOS ............................................................................................... 40
Change W|‘F| Settings ........................................................ 4’]
Create a Guest Network .................................................... 43
Create a |OT Network ........................................................... 45
WPS .............................................................................................. 46



Network Optlmlzatlon ........................................................ 48

Create StatIC Routes .......................................................... 49
Set Up VPN Server/Clignt s 51
Configure CONNECHION Algrtg s 70
Control the Light 0n Decos s 71
UpGrade YoUr DEgQ s 79
RebOOt Your DeCO ................................................................. 73
REDOOT SCREQUIE ++w-wwreerrssssmsssssesssssssmsssssessssssmsssssessssss 74
CONrol YOUr DECO With AlExX@ weeersssssmsssseees 75
Enable App Notiﬂcations ................................................... 76

Advanced Features .............................................................. 77






About This Guide

This guide provides a brief introduction to the Deco app.

Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. Allimages, steps, and descriptions
in this guide are only examples and may not reflect your actual Deco experience.

Conventions

In this guide, the following conventions are used:

Underline Hyperlinks are in teal and underlined. You can click to redirect to a website or a specific section.
Teal Key information appears in teal, including management page text such as menus, items,
buttons and so on.
A Note: Ignoring this type of note might result in a malfunction or damage to the device.
o Tips: Indicates important information that helps you make better use of your device.

loT Compatibility Disclaimer

loT compatibility refers only to smart devices that can be controlled via the Deco app. Other wireless devices can still connect to Deco for normal Wi-Fi
use.

Seamless Roaming Disclaimer

Clients need to support 802.1 1k/v/r and may require additional set up. Performance may vary depending on the client device.

HomeShield Disclaimer

HomeShield includes the Free Basic Plan. Fees apply for the Pro Plan. Visit https.//www.tp-link.com/homeshield/ for more information.




Introduction to Deco App

TP-Link Deco app is the perfect way to set up your Deco mesh Wi-Fi in minutes and control your whole-home network. You can monitor your home
Wi-Fi from anywhere, and make changes right from the palm of your hand.

Your network at-a-glance Safeguard your network Maintain healthy digital habits More features within reach
Easily access what you use most Power up your protection against Easily control your kids' online Test the in-development features
in the reorganized dashboard. intrusions and attacks, stay time and content. Receive intuitive at the Deco Lab, receive intuitive
View the network topology and updated on security details, and charts and detailed statistics network reports, set up networks
status, manage clients, and more. get network recommendations. concerning your kids' online usage.  for dedicated needs, and more.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 3



First let's start by setting up the Deco network. Get the TP-Link Deco app for iOS or Android, then follow the app to walk through the setup.

Download and install the Deco app from Open the app and log in with your TP-Link ID. If Search for and select your Deco model. If
Google Play or App Store, or by scanning the you don't have a TP-Link ID, create one first. you have more than one Deco model, tap the
QR code below. @ Tip: If you forgot your login password, tap _ guestion below the search box to check how
The app will help you reset your password. to maximize the overall network.
10:58 ol T -
DG Select Your Deco
Q Search for Deco model
Have more than one Deco model?
BE Series
BEG5
BE85
BE95
M Series
M3/M4
M5/M9 Plus

M1300

S Series

s4/s7

X Series

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Power off your modem, connect your Deco to
the modem, then power them both on.

If you don't have a modem, connect your
Deco directly to the Ethernet outlet.

Wait until your Deco's LED pulses blue,

indicating that your Deco is ready for setup.

10:40 ol T .
<

Wait until Deco's LED pulses blue

Solid Yellow: Deco is starting up,
please wait.

Pulsing Blue: Deco is ready for setup.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Select or custom a location for your Deco.

The location will be used as the name of your

Deco.



Select the internet connection type and enter Set a network name and a password. These Connect your smartphone/tablet to the

the information. If you are not sure, contact will be the name and password you use to Deco's Wi-Fi.
your internet service provider. connect your devices to Wi-Fi.
10:45 o, T em
X

Connect to your Deco Wi-Fi

Connect your phone/tablet to the Deco's Wi-Fi to
continue the setup.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



10. Setup complete

Your Deco network is now up. You can connect
your devices to the Deco network.

10:45 ol T .

Your Deco network is now up

This Deco is ready to use. Please connect all
devices to the Deco network for better
connections.

11. Add more Decos

Plug in the other included Decos, and they
will automatically join the network within 2
minutes.

10:45 ol T .

Add more Decos

Plug in the other included Deco units, and these
Deco units will be automatically added to the
network within 2 minutes.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



After setting up your Deco network, you can easily access what you use most in the reorganized dashboard. Create a new network, switch between
networks, view the network topology and status, manage clients, and more.



Create a New Network

In the Deco app, you can create different Deco networks with your TP-Link ID and manage them conveniently from the Deco app with one account. You
can also help family or friends manage their networks with your Deco app. Two methods are provided as below to create a new network.

Method 1. via the home page

1. On the home page, tap + and 2. Search for and select your Deco
select Create a Network. model. Follow app instructions
to create the network.

10:58 10:58 ol T em)

X Select Your Deco

Q Search for Deco model

Deco WiFi ;44 beco unit

= Change Network

Create a Networ Have more than one Deco model?

Replace Main Deco

BE Series
Share This Network Ba BE65
@ Everything louns yuuu.
BE85
+ 126 Kbps 73 Kbps
BE95
= = -
D M Series
Living Room Bedroom
M3/M4
Online Clients (1) M5/M9 Plus
2% 1 Online Clients M1300
S Series
Smart Home
<o
Add your smart de i S4/s7
€ all f e De o
o
X Series

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 9



Method 2. via the side menu

1. Tap = to open the side menu. 2. Tap +. 3. Tap Create New Network. 4. Search for and select your Deco
model. Follow app instructions
to create the network.

10:58 ol T . 10:58 10:58 ol T em) 10:58 ol T em)

< X Select Your Deco

Q Search for Deco model

Your Network

Deco WiFi1.7

# Change Network

&
|

D4G Have more than one Deco model?

48-22-54-53

View Account

BE Series
- Deco

Deco WiFi 1.7 . 00-FF-00-2F-0F-O0F BE65

@ Everything looks good. Owner
: - BES!
+ 126 kbps " 73 kbps Deco 5
©1 HomeShield Pro 16-61-BA-78-8B(
BE95
= -
o B ¢7? Link Account
o) (0) 00-FF-00/23-2B-E7 M Series
Living Room Bedroom
) Support Center M3/M4
Decq/ WiFi 1.7 Connected
v
1C-§1-B4-78-97-78
Online Clients (1) ¢ App Settings M5/M9 Plus
5 1 Online Clients Create New Network Kia6o
S Series
Smart Home
Add your smart devices and s4/S7
coi hem all from the Deco ¥ a
app o
4 X Series

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 10



Switch Between Deco Networks

If you have created multiple Deco networks with your TP-Link ID, you can switch between them conveniently.

Method 1. via the home page

1. On the home page, tap 2. Select a network to switch to.
Change Network.

10:58 ull = am 11:36 ul = %)
= & + = & +
Deco WiFi 1.7 ———, Selecta Network
= Change Netwol -

Deco WiFi 1.7 v
— ®
Wi-Fi Settings Guest Network (58
DAG
© Everything looks good. > Deco
4 126 Kbps b 73 Kbps -
- Deco
@ i wi M Deco
: (©
Living Room Beshodm

Online Clients (1)

£ 1 Online Clients

Smart Home
Add your smart devices and
control them all from the Deco s E
app. o
4

Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Method 2. via the side menu

1. Tap = to open the side menu. 2. Tap +. 3. Select a network to switch to.

10:58 ol T ..
<

Deco WiFi1.7 Your Network

# Change Network !J 1"_:“ D4G

g s @tp-link.com 48-22-54-53-88-E0
\ Guest Network S View Account
 —
s Deco
Deco WiFi1.7 J  00-FF-00-2F-OF-0F
@ Everything looks good. Owner
+ 126 Kbps + 73 Kbps Deco
) HomeShield Pro 1C-61-B4-78-8A-BC
=
b 1 ==
W ¢7? Link Account Deco
) (0) 00-FF-00-23-2B-E7
Living Room Bedroom
) Support Center
= -
Deco WiFi1.7 cConnected o
1C-61-B4-78-97-78
Online Clients (1) 0 App Settings
" : . =+ Create New Network
£ 1 Online Clients
Smart Home
Add your smart devices and
control them all from the Deco s E
app =
&
etwork
— — —

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Monitor Your Deco Network

After setting up your Deco network, you can easily monitor your whole-home network. Check the network status and speeds, reboot network, change
the network owner and main Deco, delete the network, and more.

1. On the home page, tap the 2. Check the network status, 3. Tap B to manage the network.
Network module. speeds, and topology.
10:58 ol = @
= = < : <
Deco WiFi1.7 o Everything looks good. © Everything looks good.

L3 1 client [3 1 client

# Change Network

126 Kbps 73 Kbps

4 “ Download Upload 1
Guest Network S5
e
i= Show List

@ Everything looks good.

+ 126 kpps * 73 kbps S a b .@‘
o 0)

Bedroom

Living Room
>
g -
U4
Q} ©
Living Room Bedroom
Online Clients (1)
Reboot Network
e ¢ .
oF Online Clients <
&1 Set Main Deco
Change Network Owner
Smart Home
Add your smart devices and Delete Network
control them all from the Deco » L
app. o
& Cancel

Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 13



Manage Your Decos

You can easily manage the Decos in your network. View Deco connections, check the clients of each Deco, edit the Deco's name, and reboot or

remove a Deco.

1. On the home page, tap the
Network module.

10:58 = -
= =] qF
Deco WiFi1.7

# Change Network

Wi-Fi Settings @ Guest Network S

@ Everything looks good.

+ 126 kpps y i<
-
N e
[ing Room Bedroom

Online Clients (1)

£ 1 Online Clients

Smart Home

Add devices and

c | from the Deco s E
PP o

2. Tap a Deco to view device
details.

<

© Everything looks good.
3 1 client

126 Kbps 73 Kbps

Download & Upload 1

i= Show List

AU 4 \ R
k ‘o (0)
Living Room Badroom

3. Tap H to reboot or remove the Deco.

<

. Living Room i@l (4

MAC: 1C-61-B4-78-97-78
IP: 192.168.68.1

22 Kbps 21 Kbps bps. 34 Kbps
d v

Dowr Upload Dowgload + Upload +

Connected Clients (1)

D phone (13 b 4 D phone 5 =5

1+ 148 Kbps 1 66 Kbps

Reboot
Remove
Support

Firmware Version: 1.2.0 Build 20230113 Rel. 54525 Cancel

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 14



Add More Decos

After creating a Deco network, you can add more Decos to the network to expand the Wi-Fi coverage and manage them easily on your Deco app.

1. On the home page, tap + and 2. Search for and select your
select Add a Deco Unit. Deco model. Follow app
instructions to add the Deco.

10:58 ol T . 10:58 ol T @
= & X Select Your Deco
H = Q Search for Deco model
Deco WIFI Add a Deco Uni
= ChangeNetwork § o . - Network 23} Have more than one Deco model?
Replace Main Deco —— ” .
| l BE Series
Share This Network Ba BE65
@ Everything louns yuuu.
BE85
s 126 Kbps 73 Kbps
BE95
- = =
D - M Series
Living Room Bedroom
M3/M4
Online Clients (1) M5/M9 Plus
% 1 Online Clients M1300
S Series
Smart Home
-
Add your smart devices and s4/s7
C c vem all f h Dec a
o
& X Series

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Replace Main Deco

You can replace the current main Deco with a new Deco, and your internet configuration and Wi-Fi settings will remain unchanged.
A Note: Make sure that the new Deco supports the operation mode of the current main Deco. Otherwise, the network may be unavailable.

1. On the home page, tap + and 2. Follow instructions to complete the settings.
select Replace Main Deco.

10:58

Deco WiFi ;44 beco unit

= Change Network
Create a Network

Replace Main Deco

|

@ Everything louns yuuu.

Share This Network

3 126 Kbps 73 Kbps

- (0)
(1
1)

Living Room Bedroom

Online Clients (1)

&% 1 Online Clients

Smart Home

2113 o, T @

X

Replace Main Deco

Replace the current main Deco with a new Deco,
and your internet configuration and Wi-Fi settings
will remain unchanged.

Note

218 ol T -

<

What you'll need

1. Ensure that the main Deco (usually connected to
the modem) of the current network is working well.

2. Power on the new Deco next to the current main
Deco, and wait until the LED pulses blue.

3. Keep the current main Deco connected to the
internet, and then connect the new Deco to the
LAN port of the current Deco.

Why is my LED not pulsing blue?

ML L

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

16



Manage Network Clients

You can manage each network client easily. Change the device name, check its connection status, add it to the profile of a family member, enable high
priority and Mesh Technology for it, and block the device.

1. On the home page, tap the
Clients module.

10:58 = -
= =] qF
Deco WiFi1.7

# Change Network

Wi-Fi Settings @ Guest Network S

@ Everything looks good.

+ 126 kpps y i<
j -
N e
LU 4 L’ i @‘
Living Room Bedroom

Online Clients (1)

£ 1 Online Clients

Smart Home
Add

2. Tap a client to view device details.

11:05 ol T em

< Clients &)

Online Clients (1)

[] phone =
V7 Kbps 740 Kbps

Offline Clients (0)

No offline clients

5:00 ol T .

phone
Connected to: Bedroom (5
MAC: 7E-EB-E4-92-4C-CC

IP: 192.168.68.51

12 kbps 14 kbps Strong
Download +

Upload Signal

Family Member

Connection Preference

High Priority
Always

| @
Mesh Technology 0

Disabling Mesh Technology will turn off seamless
roaming between Deco: r this device.

Device Isolation Disable

Block

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

3. Configure the device type and
device name.

4599 ol = .
< Device Info
Device Type D
Device Name phone

17



4. Tap to check the
profile it belongs to.

4:39 ol T @)

< Family Member

Tom

(3 ]

5. Tap to
configure the preferred Deco
and Wi-Fi band for this client.

4:40 =

< Connection Preference

Linked Deco

Connection Type

Auto (Recommended)

Living Room

Bedroom

Auto (Recommended)
2.4 GHz

5 GHz

6. Enable for this
client.
5:00 il T .
<
phone

Connected to: Bedroom (5 GHz)
MAC: 7E-EB-E4-92-4C-CC
IP: 192.168.68.51

12 kbps 14 kbps Strong

Family Member

Connection Preference

High Priority

Mesh Technology

Device Isolation

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

7.Enable

for

this client to turn on seamless
roaming between Decos for this

device.

5:00

phone

Connected to: Bedroom (5 GHz)
MAC: 7E-EB-E4-92-4C-CC

IP: 192.168.68.51

12 kbps 14 kbps

Family Member

Connection Preference

High Priority

Mesh Technology

Device Isolation

Strong

18



8. Enable to block
this device from communicating
with other devices on the network to
ensure the network security.

4:40 ol T @)

< Device Isolation

Device Isolation L 73)

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

9. Tap to prevent this
device from accessing to the
network.

5:00 ol T .

phone
Connected to: Bedroom (5 GHz)
MAC: 7E-EB-E4-92-4C-CC
IP: 192.168.68.51

12 kbps 14 kbps Strong

Family Member

Connection Preference

High Priority

Mesh Technology ¢ J

Device Isolation

19



Protect Your Network with HomeShield Pro

With HomeShield Pro, you can power up your protection against intrusions and attacks, stay updated on security details, and receive network
recommendations.

1. On the home page, tap Security. Deco will automatically scan your 2. If risks are detected, tap them to know more. Then upgrade to
network and give you feedbacks. HomeShield Pro to optimize them and enhance your network security.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 20



After creating a Deco network, you can add your smart home devices to the network and manage them conveniently on your Deco app.



Add Smart Devices

To set up your Smart Home, let's start by adding smart devices to your Deco network.

1. On the home page, swipe up 2. Tap Get Started. 3. Follow app instructions to add 4. The added devices will be
and tap the Smart module. your devices. displayed in the Smart module.
4:05 ol %)
= Deco B +

— (]
==
Wi-Fi Settings v Guest Network S8

® Everything looks good.

v 22 Kbps * 2Kbps

o O @

Living Room Bedroom

Online Clients (1)

£ 1 Online Clients

Smart Home

Add your smart devices and
control them all from the Deco '
app. o

&

Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 22



Quickly Do Tasks with Shortcut

Shortcut lets you execute an action with a simple tap. For example, if you want to power off your living room light at one tap, follow the steps below.
A Note: If you want to create shortcuts for your smart devices, refer to Add Smart Devices to add the them to your Deco network first.

1. On the home page, swipe up 2. Tap + and select Add Shortcut. 3. Tap Add Action. 4. Choose the devices you'd like
and tap the Smart module. to control.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 23



5. Add an action to be executed 6. Name the shortcut and choose Now you can tap to execute the
with a simple tap. an icon for easy identification. action anytime you like.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

24



Automate Your Smart Devices

Automation allows you to set interactions between your devices by adding triggers and actions. For example, when you arrive home or when your
smartphone is connected to the Deco network (which is a trigger), the living room plug automatically turns on (which is an action). Then the kettle
plugged into the living room plug will start to boil water.

A Note: If you want to create shortcuts for your smart devices, refer to Add Smart Devices to add the them to your Deco network first.

1. On the home page, swipe up 2. Tap + and select Add 3. Tap Add Trigger. 4. Set a time or device trigger to
and tap the Smart module. Automation. activate this automation.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 25



5. Add an action to be executed 6. Name the automation. Now the action will be executed
when triggered. when triggered.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

26



Parental Controls helps your kids maintain healthy digital habits.

Easily control your kids' online time and content. Receive intuitive charts and detailed statistics concerning your kids' internet usage.



Control Online Time and Content

To set up Parental Controls, let's start by creating profiles for your kids.

1. On the home page, tap 2. Tap Get Started and create a 3. Select the devices belong to
Parental Controls. profile for your kid. your kid.

X New Profile

Select Age

We will preset the Parental Controls rules based on the
selected age. You can always change it in the profile
settings.

Pick an Avatar

-
2

o 3
D

o
) @ @

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

4. A profile will be created for
your kid.

28



5. Control your kids' online time and content with the created profile.

@ Tip: You can upgrade to HomeShield Pro for more flexible controls.

* Filter inappropriate content  * Block specific websites * Set "No internet" bedtime » Set online time limits

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

¢ Set "No internet" offtime

29



Monitor the Internet Usage

With the created profiles, you can view intuitive charts and detailed statistics concerning your kids' internet usage.

1.Onthe home page, tap 2. Tap a profile to monitor the @ Tip: \t(Oth Cfan also go to More > Reports for
i stics.
Parental Controls. internet usage. more statisti

P

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

30



The Owner creates the Deco network and has full authority to manage the network. The Owner can add one or multiple Managers to help manage the
network as permitted.



Add Managers

Add friends and family members to help manage your network. Each manager should have their own TP-Link ID.
N Note: Managers cannot modify the Owner account, add other accounts, or set manager privileges.

1. Go to More > Managers. 2. Tap Add a Manager to add another TP-Link ID account as Manager.

11:00 ol T em
= More

Q Search for a feature
= Wi-Fi Settings
&, Guest Network
@ 10T Network
© wps
£ Internet Connection
(© Network Optimization

£+ Advanced

A Connection Alerts

o Managers

A& LED Control

8@ System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Set Privileges for Managers

You can authorize Managers to manage specific settings.
N Note: Privileges may vary slightly depending on the model, software version you have, and the current operation mode.

1. Go to More > Managers. 2. Tap @ to specify the privileges for the Managers.

11:00 ol T em

= More ,/\

Q Search for a feature
= Wi-Fi Settings
&, Guest Network

@ 10T Network

© wps

Aln
@

Internet Connection

©

Network Optimization

£+ Advanced

A Connection Alerts
&= Managers
A LED Control

8@ System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Change Account Information

You can change your account hame, password, and profile photo.

1. Go to = > your account to edit 2. Tap your account for detailed 3. Change the account
account information. inforamtion. information as needed.

10:58 ol T . 10:58

Deco WiFi 1.7 \

@tp-link.com
Wi-Fi Settings ‘\ v ! View Account
p—
Deco WiFi 1.7 =
@ Everything looks good. Owner 2=
v 126 Kbps r 73 Kbps

1 HomeShield Pro

= - 5
& | ¢~/ Link Account
Y o ©

Living Room Bedroom

) Support Center

Online Clients (1) £+ App Settings

£ 1 Online Clients

Smart Home

Add your smart devices and
control them all from the Deco b
app. i

&

Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Change Network Owner

You can change the current Owner account to another TP-Link ID without resetting the whole Deco network. Follow the steps below.

N Note: Changing the network owner will delete the network from the old Owner, and this Owner will no longer be able to manage this network.

1. On the home page, tap the Network module.
2. Tap M and select Change Network Owner.

3. Follow app instructions to change the Owner account. The old Owner will be unable to manage this network anymore. The new Owner needs to
follow steps in an email sent from TP-Link to log in and manage the network.

10:58 ==!! ? @I _
- B+ < Change Network Owner X
Deco WiFi1.7 © Everything looks good.

3 1 client Clrrent Owner
# Change Network
@tp-link.com

@ Everything looks good.

v 126 Kbps 73 Kbps

- = &
%\;(@] (0)

Living Room Bedroom

Online Clients (1)

£ 1 Online Clients

Smart Home

Add your smart

= Show List

Living Room

Reboot Network

Set Main Deco

Change Network Owner

Delete Network

Cancel

er will delete the ne
ner will no long

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

35



More features are within reach. Test the in-development features at the Deco Lab, receive intuitive network reports, set up networks for dedicated
needs, and more.

@ Tip: You can use the search box on the page to quickly find the features you need.



Test Features at the Deco Lab

Deco Lab is a collection of experimental features like Wi-Fi Assistant. We will keep updating the lab to provide you even better experiences. You can

test the in-development features at the Deco Lab.

1. Go to More > Deco Lab. 2. Check and test the in-development features.

11:00 ol T em

More

Q Search for a feature

% Wi-Fi Settings

', Guest Network

@ 10T Network
& wps
2% Internet Connection
(@ Network Optimization
£+ Advanced
H

More

Wi-Fi Assistant

Deco WiFi 1.7

Run Wi-Fi diagnostics to assess your network security
and performance.

Run Wi-Fi Diagnostics

Public Wi-Fi might not be secure. &

Unsecured Wi-Fi networks

potentially expose you to online
risks and collect a great deal of
personal information. It's better

8=
to choose an encrypted Wi-Fi o
network.
Got It ‘

@ =)

Detect Camera Scan For Devices

@ ip]

Ping Test Public IP Lookup
@ i

MAC Lookup Open Port Checker

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Check Network Reports

The Deco app provides intuitive charts and detailed statistics to help you know your home network better.

1. Go to More > Reports. 2. Check the weekly and monthly reports of your network.

11:00 ol T em

More

Q Search for a feature

(5]

Deco Lab Reports &'

Block List

9)

Wi-Fi Settings

&, Guest Network

@

loT Network

)}

WPS

-
Ni7

Internet Connection

©

Network Optimization
£+ Advanced

More

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Block/Unblock Specific Devices

You can block undesired devices to prevent them from accessing your network or unblock specific devices.

1. Go to More > Block List.

11:00

More

Q Search for a feature

-

Block List

= Wi-Fi Settings

&, Guest Network

@ 10T Network

& wps

2z Internet Connection
(@ Network Optimization

£+ Advanced

(U

More

2. Tap + and choose a method to
block devices.

3. Tap C& to unblock a device.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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QoS

QoS (Quality of Service) allows you to prioritize specific devices. Devices set as high priority will run smoothly even when the network is crowded.

1.Go to More > QoS. 2. Enable QoS. 3. Set the total bandwidth
provided by your ISP.

11:00 ol T em

More

Q Search for a feature

Block List ®

% Wi-Fi Settings

&, Guest Network

loT Network

@

)}

WPS

-
NI

Internet Connection

©

Network Optimization

£+ Advanced

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

4. Add high priority devices.
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Change Wi-Fi Settings

You can change the network name and password of your main network at any time and share the network easily with family and friends.

1. Go to More > Wi-Fi Settings. 2. Change Wi-Fi network name, password and security. 3. Tap Advanced for advanced
Wi-Fi settings.
11:00 ol T . 3:08 ol T @) 319 il 4c @)
= < Save < Advanced
More Wi-Fi Settings
Band 2.4 GHz and 5 GHz
Q Search for a feature
Deco Channel Width for 5 GHz 160 MHz

9 Y
- l é
QoS —a-

Wi-Fi Settings

9)

&, Guest Network

@

loT Network

WPS

)}

Internet Connection

Al
@

©

Network Optimization

£+ Advanced

It is recommended to set a password using a combination
of letters, numbers, and symbols.

Security WPA2 >

Advanced

M Share Wi-Fi

Hide this network from Wi-Fi lists. ()

When enabled, you will need to manually enter the SSID
and password to join this network, and its WPS feature
will be unavailable.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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4. Select a preferred band to be 5. Select a preferred channel 6. Enable to hide this network
enabled in this network. width for 5 GHz network. from Wi-Fi list.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Create a Guest Network

You can create and share a separate network for guests to guarantee the security and privacy of your main network.

1. Go to More > Guest Network.

More

Q Search for a feature

f R

= Wi-Fi Settings

Block List

11:00 ol T em

& Guest Network

@ 10T Network

)}

WPS

Internet Connection

A
NI

©

Network Optimization

£+ Advanced

2. Turn on Guest Network.

<
Guest Network

Guest Network

3Mm wl T -

3. Set a Wi-Fi network name,
password and security.

4. Tap Duration to set how long

the Guest Network works
before it automatically turns
off.

< Save

Guest Network
Guest Network ()
Deco WiFi 1.7_Guest
@ SetaPassword

Security None

Select this option will leave your wireless unsecure.

Duration
0 hr 0 mins

4 hours

Advanced

™ Share Guest Network

3Mm wl T -

312 ol T @
< Duration

1 hour

4 hours v

24 hours

Always

Auto

Guest Network turns off automatically if no
devices are connected to it for 10 minutes

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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5. Configure advanced settings.

Band: Select a preferred band to be enabled in this network.

Bandwidth Control: Enable it and set a download and upload bandwidth for your network.

312 wl T - 312 wl T - 312 wl T - 312 A ]
< Advanced < Band < Channel Width for 5 GHz < Bandwidth Control Done
Band 2.4 GHz and 5 GHz 160 MHz Bandwidth Control
Provides better Wi-Fi performance.
Channel Width for 5 GHz 2.4 GHz Only 80 MHz
100 Mbps
Bandwidth Control 5 GHz Only
100 Mbps

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Channel Width for 5 GHz: Select a preferred channel width for 5 GHz network. The higher one provides better Wi-Fi performance.
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Create a loT Network

Create a dedicated and wireless network to manage all your |oT devices, such as smart lights and camers.

1.Go to More > [oT Network. 2. Turmon loT Network. Set a Wi- 3. Select a preferred security 4. Select a preferred band to be
Fi network name and password method for this network. enabled in this network.
for this network.

11:00 o T @ 3:23 @ 3:23 @ 3:23 @
= < Save < Security < Band
More loT Network
WPA2 2.4 GHz and 5 GHz

Q Search for a feature
loT Network () WPA/WPA2 v 2.4 GHz Only v

j Y
6 Create a dedicated wireless network to manage your loT Only the selected bands will be enabled in this network.
Deco Lab F Reports devices together, such as smart lights and cameras. None H
£ g Network Name (SSID) WPA2-PSK [AES] + WPA-PSK [TKIP]
y —
QoS =
Deco WiFi 1.7_loT

Password

Block List

% Wi-Fi Settings

& Guest Network

It is recommended to set a password using a combination
O IoT Net K of letters, numbers, and symbols.
o] etwori

& wps Security WPA/WPA2
2% Internet Connection Bands 2.4 GHz Only
(@ Network Optimization
£+ Advanced

a8

L]

More

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 45



WPS

WPS (Wi-Fi Protected Setup) helps you to quickly and securely connect a client to the network with a tap without entering any password.

1. Go to More > WPS, 2. Tap the WPS icon on Deco app

More

Q Search for a feature

. [

= Wi-Fi Settings

Deco Lab

& Guest Network

@

loT Network

11:00 ol T em

WPS

)}

Internet Connection

Al
@

©

Network Optimization

£+ Advanced

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

and then on your client.

< WPS

Easily connect a client to the network by turning
on WPS for a nearby Deco and then for the client.

. Living Room  1ain
Online
‘ Bedroom

Online

3:29 T .
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Change Internet Settings

You can change internet settings if needed.

1. Go to More > Internet
Connection.

More

Q Search for a feature

[
f . —0=

Wi-Fi Settings

9)

&, Guest Network

@

loT Network

WPS

)}

11:00 ol T em

-
NI

Internet Connection

©

Network Optimization
£+ Advanced

More

2. Tap |Pv4 for IPv4 settings.

< Internet Connection

IPv4 IPV6

Ignore Ping from WAN O

IPv4 Connection

Internet Connection Type
Dynamic IP

IP Address

10.0.0.15

Subnet Mask
255.255.255.0

Default Gateway

10.0.01

Primary DNS
10.0.01

Secondary DNS

To configure the IPv4 settings, connect your device to the
Deco Wi-Fi network first and then reopen the Deco app.

3:31 ol T @

3. Tap IPv6 for IPV6 settings.

—

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

4. Tap Firewall Rules to add rules

if you want to allow specific
devices to access specific
services.
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Network Optimization

Network Optimization analyzes the quality of the Deco wireless network by scanning the interference signals in the environment and improves your
wireless experience by optimizing the Deco network's channel.

1. Go to More > Network 2. Tap Scan to detect network 3. Optimize the network if
Optimization. security and performance. needed.

11:00 ol T em 3:37 R B
= Network Optimization <

More

Q Search for a feature

é Y
Deco Lab
S =
Block List QoS =

% Wi-Fi Settings

t ®

P 3

Some frequency bands in the current network have a high
Network Optimization analyzes the quality of the degree of channel interference. It is recommended that
&, Guest Network Deco wireless network by scanning the you optimize them now.

interference signals in the environment and

improves your wireless experience by optimizing
loT Network the Deco network's channel.

@

WPS

)}

Internet Connection

-
NI

Network Optimization

©

£+ Advanced

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Create Static Routes

Static routing is a form of routing that is configured manually by a network administrator or a user by adding entries into a routing table. The manually-
configured routing information guides the router in forwarding data packets to the specific destination.

1. Go to More > Advanced> Static Routing, and tap Add Static Route.

11:00 ol T em 11:00 ol T em 3:09 ol T .
= < Advanced < Static Routing —+
Operation Mode Wi-Fi Router
More
Q Search for a feature
Static Routing
[ )
Decolab Reports 6 IPTV/VLAN Disabled
MAC Clone Disabled
@ QoS
DDNS Disabled
% Wi-Fi Settings LAN IP
Static route is used to predetermine a fixed route
for network packets to reach a specific host or
&, Guest Network DHCP Server 5 network. ‘
@ 10T Network Address Reservation
Add Static Route
© wps
VPN Server
£ Internet Connection
VPN Client
(@ Network Optimization ) )
Fast Roaming Disabled
£+ Advanced
Beamforming Enabled
ae
s NAT Forwarding System Routes
More

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.




2. Fillin the necessary information. 3. After you save the settings, if

L. . o , the entry you have set appear
Description: Specify a description for the routing entry. on the screen. the static

Network Destination: The network destination is the address of the routing is set successfully.

network of host that you want to assign to a static route.

Subnet Mask: The Subnet Mask divides the network portion and the
host portion of an IP address.

Default Gateway: This is the IP address of the default gateway device
that allowing for the contact between the router and the network or

host.
Interface: Select the interface to specify the type of the network
destination.
3:09 =il = . 3:09 Hh 3:10 ol T @)
X Add Static Route < Intertace < Static Routing +

Static Route 1
WAN
Static Route 1 .
Network Destination
Subnet Mask
Default Gateway
Interface

LAN

Interface

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Use Open VPN, PPTP VPN, or L2TP/IPSec VPN to access your home network, and use VPN Client to access a remote VPN server.

Use OpenVPN to Access Your Home Network
OpenVPN Server is used to create an OpenVPN connection for remote devices to access your home network.

To use the VPN feature, you need to enable OpenVPN Server on your Deco router, and install and run VPN client software on remote devices. Please
follow the steps below to set up an OpenVPN connection.

1.Goto > > . 2. Tap and select
11:00 ol T em 11:00 ol T em 4:49 ol T @ 4:49 ol T @
= < Advanced < VPN Server =+ < VPN Server
More Operation Mode

Q Search for a feature
Static Routing

IPTV/VLAN
MAC Clone
DDNS
Wi-Fi Settings LAN IP
Guest Network DHCP Server
IoT Network Address Reservation
Wes PN Server Select VPN Type
Internet Connection OpenVPN

VPN Client

Network Optimization .
Fast Roaming

Advanced

Beamforming

NAT Forwarding

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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3

. Enter the necessary information and save the settings.

Description: Enter a name for this OpenVPN.
Service Type: Select the service type ( ) for OpenVPN.
VPN Port: Enter a VPN service port to which a VPN device connect, and the port number should be between 1024 and 65535.

VPN Subnet/Netmask: Enter the range of IP addresses that can be leased to the device by the OpenVPN server.

Client Access: Select your client access type. Select if you only want the remote device to access your home network. Select
if you also want the remote device to access internet through the VPN server.

5:13 ol T @ 5:14 HhCH W3 5:15 HC W]
X Add OpenVPN < Service Type < Client Access
Description UDP Internet and Home Network

TCP Home Network Only

Service Type
VPN Port
VPN Subnet
Netmask

Client Access

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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4. Tap the VPN you have saved and tap to save the
OpenVPN configuration file which will be used by the remote device to
access your router.

5:15 wl > @) 5:23 =il = .

VPN Server
< + X Edit Server

VPN Server Address .
Service Type

VPN Port 1025
VPN Subnet 172.31.531
OpenVPN
= Netmask 255.255.255.0
Client Access
Delete
agiwlelrjtiylujijolp

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

5. Now you need to configure OpenVPN connection on your remote
device.

(1) Visit to download the
OpenVPN software, and install it on your device where you want to run
the OpenVPN client utility.

N Note: You need to install the OpenVPN client utility on each device that you plan to apply the
VPN function to access your Deco router. Mobile devices should download a third-party app from
Google Play or Apple App Store.
(2) After the installation, copy the file exported from your router to
the OpenVPN client utility's “config"” folder (for example,

on Windows). The path depends on where the
OpenVPN client utility is installed.

(3) Run the OpenVPN client utility and connect it to OpenVPN Server.

53


https://openvpn.net/community-downloads/

Use PPTP VPN to Access Your Home Network

PPTP VPN Server is used to create a PPTP VPN connection for remote devices to access your home network.

To use the VPN feature, you need to set up PPTP VPN Server on your Deco router, and configure the PPTP connection on remote devices.

Please follow the steps below to set up a PPTP VPN connection.

1.Goto > >
11:00 ol T .
More

Q Search for a feature

Wi-Fi Settings

Guest Network

loT Network

WPS

Internet Connection

Network Optimization

Advanced

11:00 ol T em

< Advanced

Operation Mode

Static Routing
IPTV/VLAN
MAC Clone

DDNS

LAN IP
DHCP Server

Address Reservation

VPN Server
VPN Client
Fast Roaming
Beamforming

NAT Forwarding

2. Tap

4:49

and select
ol T @ 4:49 ol T @
VPN Server =+ < VPN Server +

VPN S
your home

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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3. Enter the necessary information and save the settings.

Description: Enter a name for this VPN.

* Client IP Address: Enter the range of IP addresses (up to 10) that can be leased to the devices by the PPTP VPN server.
* Allow NetBIOS passthrough: Enable it to allow your VPN device to access your Samba server using NetBIOS name.

* Allow unencrypted connections: Enable it to allow unencrypted connections to your VPN server.

* Account List: Add the PPTP VPN connection account (user name and password) for the remote device. You can create up to 16 accounts.

4:52 Tl 4:54 HH Tl 4:55 A ] 4:55 ]
X Add PPTP VPN X Client IP Address X Account List —+ X Add Account
Description

Client IP Address

Allow NetBIOS passthrough

Allow unencrypted connections

Account List

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

55



4. Now you need to configure PPTP VPN on your remote device. The remote device can use the Windows built-in PPTP software or a third-party PPTP
software to connect to PPTP Server. Here we use the Windows built-in PPTP software as an example.

(1) Go to Start > Control Panel > Network and Internet > Network and

Sharing Center and select Set up a new connection or network.

ESNE=R <)
| EE Network and Sharing Cent —\
For quick access, place your bookmarks here on the bookmarks bar.
@U'lt‘: b Control Panel b MNetwork and Internet b Metwork and Sharing Center ~ [ 42 ][ Search Control.. 2|
Control Panel Home " ; " . ;. 6
View your basic network information and set up connections
Change adapter settings Ug&l . ] Eb 0 See full map
Sc:::‘gi advanced sharing WINT-PC N otk el
(This computer)
View your active netwerks Connect or disconnect
al Network Access type: Internet
Work netwark Connections: [J Local Area Connection
Change your networking settings
i Setup a new connection or network
e up a wireless, broadband, dial-up, ad hac, or VPN connection; or set up a router or access point.
L& Connectto a netwark
Connect or reconnect to 3 wireless, wired, dial-up, or VPN network connection.
Choose hemegroup and sharing options
Accessfiles and printers located on other network computers, or change sharing settings.
Seealso
Troubleshoot problems
Hiorecrou = g
Diagnose and repair network problems, or get troubleshooting information.
Internet Options
Windows Firewall

(2) Select Connect to a workplace and click Next,

&) ?' Set Up a Connection or Network

Choose a connection option

Connect to the Internet

Ly Set up a new network
a2, Configure a new router or access point,

’ Connect to a workplace
Set up a dial-up or VPN connection fo your workplace,

= Setup a dial-up connection
iﬂ‘ Connect to the Internet using a dial-up connection.

Set up a wireless, broadband, or dial-up connection to the Internet.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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(3) Select Use my Internet connection (VPN). (4) Enter the internet IP address of the router in the Internet address field.
Click Next.

{ | At
@ L;“ Connect to a Workplace @ L:ﬂ Connect to a Workplace

How do you want to connect? Type the Internet address to connect to

2 Use my Internet connection (VPN)

Your network administrator can give you this address,
Connect using a virtual private network (VPN) connection through the Internet.

Internet address: 21818.1.73
i &I' q L:ih Destination name: VPN Connection
| = i = m =

2 Dial directly [ Use a smart card
Connect directly to a phone number without going through the Internet.

@ [] Allow other people to use this connection
E E This opticn allows anyone with access to this computer to use this connection,
A L
| Ve

[7]Den't connect now; just set it up so I can connect later
What is a VPN connection?

= 4

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

57



(5) Enter the User name and Password you have set for the PPTP VPN (6) Click Connect Now when the VPN connection is ready to use.
server on your router, and click Connect.

n Bl | ¢ = 1
[EEAREN > EEREEE > ]
@ |_;|; Connect to a Workplace ) |;ﬂ Connect to a Workplace
Type your user name and password The connection is ready to use
User name: -
A o
Password: sesse ié-‘ l
[ Show characters
[] Rernember this password
Domain (optional): 2 Connect now
E Connect % [ Cancel
L 4 .

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.




Use L2TP/IPSec VPN to Access Your Home Network

L2TP/IPSec VPN Server is used to create a L2TP/IPSec VPN connection for remote devices to access your home network.

To use the VPN feature, you need to set up L2TPF/IPSec VPN Server on your Deco router, and configure the L2TF/IPSec connection on remote devices.

Please follow the steps below to set up the L2TP/IPSec VPN connection.

1.Goto > >
11:00 ol T .
More

Q Search for a feature

Wi-Fi Settings

Guest Network

loT Network

WPS

Internet Connection

Network Optimization

Advance

11:00 ol T em

< Advanced

Operation Mode

Static Routing
IPTV/VLAN
MAC Clone

DDNS

LAN IP
DHCP Server

Address Reservation

(VPN Server
VPN Client
Fast Roaming
Beamforming

NAT Forwarding

2. Tap

4:49

and select
T 4:49 ol T @
VPN Server =+ < VPN Server +

2TP/IPSec

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 59



3. Enter the necessary information and save the settings.

Description: Enter a name for this VPN.

Client IP Address: Enter the range of IP addresses (up to 10) that can be leased to the devices by the L2TF/IPSec VPN server.

IPSec Encryption/ IPSec Pre-Shared Key: Keep IPSec Encryption as Encrypted and create an IPSec Pre-Shared Key.

Account List: Add the L2TP/IPSec VPN connection account (user name and password) for the remote device. You can create up to 16 accounts.

5:16 HUCH W) 5:27 Hcd W) 4:55 AT, 4:55 i,
X Add L2TP/IPSec VPN X IPSec Pre-Shared Key X Account List —+ X Add Account
Description

Client IP Address

IPSec Encryption

IPSec Pre-Shared Key

Account List

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



4. Now you need to configure L2TP/IPSec on your remote device. The remote device can use the Windows or Mac OS built-in L2TP/IPSec software or a
third-party L2TP/IPSec software to connect to L2TP/IPSec Server. Here we use the Windows built-in L2TP/IPSec software as an example.

(1) Go to Start > Control Panel > Network and Internet > Network and (2) Select Connect to a workplace and click Next,
Sharing Center and select Set up a new connection or network.

Y o B e[l b
| EE Network and Sharing Cent =
For quick access, place your bookmarks here on the bookmarks bar ) % Set Up a Connection or Network
@u-ﬁt b Control Panel b MNetwork and Internet b Metwork and Sharing Center ~ [ 42 ][ Search Control.. 2|
Control Panel Home : ; " ’ ; e i i
View your basic network information and set up connections Choose a connection option
Change adapter settings 1 Seefull map
ge adap 9 N - - P 0
Change advanced sharing
: WINZ-PC Netwark Internet
etti
settings (This computer Eonne(t tg the Internet ) )
Viewyounactive nitwoiks R B, DO Set up a wireless, broadband, or dial-up connection to the Internet.
@ Network Accesstype Internet Eﬁ. Set up a new network
Wark network Connections: [ Local Area Connection .2 Configure a new router or access point,
Change your networking settings b Connect to a workplace
i Setup a new connection or network 5et up a dial-up or VPN connection to your workplace.
e up a wireless, broadband, dial-up, ad hac, or VPN connection; or set up a router or access point.
. = Setup a dial-up connection
istannectiaametaolk 5&‘ Connect to the Internet using a dial-up connection.
Connect or reconnect to 3 wireless, wired, dial-up, or VPN network connection.
Choose hemegroup and sharing options
Accessfiles and printers located on other network computers, or change sharing settings.
Seealso
Troubleshoot problems
ety = g
Diagnose and repair network problems, or get troubleshooting information.
Internet Options
Windows Firewall Cancel
F 4 s -

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 61



(3) Select Use my Internet connection (VPN). (4) Enter the internet IP address of the router in the Internet address field.

Select Don't connect now; just set it up so | can connect later. Then click

Next.
E: Bl E: Bl
e At { | e
@ l;ﬂ Connect to a Workplace @ [;‘n Connect to a Workplace
How do you want to connect? Type the Internet address to connect to
v Your network administrator can give you this address,
2 Use my Internet connection (VPN) el

Connect using a virtual private network (VPN) connection through the Internet.

Internet address: 21818.1.73
léll q Eb Destination name: VPN Cennection
| = i = m =

2 Dial directly

[ Use a smart card
Connect directly to a phone number without going through the Internet.

@ [] Allow other people to use this connection

— e This optien allows anyone with access to this computer to use this connection.
™
)

|71 Den't connect now; just set it up so I can connect later

What is a VPN connection?

=

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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(5) Enter the User name and Password you have set for the L2TP/IPSec

VPN server on your router, and click Connect.

@ |_-:i3 Connect to a Workplace

Type your user name and password

User name:
Password: bt

[ Show characters
[] Rernember this password

Domain (optional):

[ Connect i[ Cancel

(6) Click Close when the VPN connection is ready to use.

o) |_.:n Connect to a Workplace

The connection is ready to use

A

2 Connect now

Close

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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(7) Go to Network and Sharing Center and click Change Adapter (8) Find the VPN connection you created, then double-click it.
Settings.

L o = ;
a ' EF Network and Sharing Cent » | @
For quick access, place your bookmarks here on the bookmarks bar. | @Ov| @J‘ e MNetwork and L. » Metwork Connections » - ‘ +y | | Search Network Connections L0 |

- ¥ Cortol Panct ¥, Network snd Bitsinet o5 Netwark sovl Shatg Center 3 [ %3l Sedichi Corrat. 0 || o
@U d ‘ ?‘ | Organize * Start this connection Rename this connection  » ﬁ; > [ @
Centrol Panel Home . . . . . @ - - =
View your basic network information and set up connections l& Local Area Connection l- VPN Connection
Change adapter seings N ‘;h Seefull map ’* * SE[.E‘DHE‘H‘IEL(DJp — DIS(DI‘II’].EL‘-tEd
- > e == k. 4 Intel(R) PRO/1000 MT Netwark C... &> WAN Miniport
e WIN7-PC Network Internet
g (This computer]
View your active netwarks Connect or disconnect
L] Network Access type: Internet
Work netwark Connections: [ Lacal Area Connection
Change your networking settings
S Setup a new connection or network
= Setup awireless, broadband, dial-up, ad hoc, or VBN connection; or set up a router or access point.
g Connectto 3 network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection,
@ Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
See also
=¥ Troubleshoot problems
HomeGroup =2
Diagnose and repair netwerk problems, or get troubleshooting information.
Internet Options
Windows Firewall

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.




(10) Switch to the Security tab, select Layer 2 Tunneling Protocol with

(9) Enter the Username and Password you have set for the L2TP/IPSec
IPsec (L2TP/IPSec) and click Advanced settings.

VPN server on your router, and click Properties.

=

=

E' Connect VPN Connection :

| General | Options| Security | Networking | Sharing|
Type of WVPM:
[ Layer 2 Tunneling Protocel with IPsec (L2TP/IPSec) -

Data encryption:

[Require encryption {disconnect if server declines) v]

Authentication
(7) Use Extensible Authentication Protocol (EAP)

User name: Properties |
Password: @ Allow these protocols

Domain:
[] Unencrypted password (PAP)
Challenge Handshake Authentication Protocol {CHAF)
® e ariy Microsoft CHAP Version 2 (M5-CHAP v2)
n i B ) [ Automatically use my Windows logon name and
@? Anyone who uses this computer password (and domain, f ary)

Sawe this user name and password for the following users:

[Connect ][ Cancel H F‘r@erties][ Help ] 0K | [ Cancel

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



(11) Select Use preshared key for authentication and enter the IPSec (12) Switch to the Security tab, select Layer 2 Tunneling Protocol with
Pre-Shared Key you have set for the L2TP/IPSec VPN server on your IPsec (L2TP/IPSec) and click Advanced settings.
router. Then click OK.

Advanced Properties

LITP

(@) Use preshared key for authentication
Key:

i) Use certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

[ Ok ] [ Cancel

Donel! Click to start VPN connection.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

66



Use VPN Client to Access a Remote VPN Server

VPN Client is used to create VPN connections for devices in your home network to access a remote VPN server.

To use the VPN feature, simply configure a VPN connection and choose your desired devices on your Deco router, then these devices can access the
remote VPN server. Please follow the steps below:

1.Goto > > . 2.Enable and tap
11:00 ol T em 11:00 ol T em 5:23 EHACH W]
= < Advanced < VPN Client
More Operation Mode

VPN Client

Q Search for a feature
Static Routing

IPTV/VLAN
MAC Clone
DDNS
Wi-Fi Settings LAN IP
Guest Network DHCP Server
IoT Network Address Reservation
WPS
VPN Server
Internet Connection
VPN Client

Network Optimization .
Fast Roaming

Advanced
Beamforming

NAT Forwarding

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 67



3. Select a VPN Type and enter the VPN information provided by your VPN provider and save the settings.

* OpenVPN: Enter the VPN username and password if required by your VPN provider, otherwise simply leave them empty. Then import the
configuration file provided by your VPN provider.

* PPTP: Enter the VPN server address and the VPN username and password provided by your VPN provider.

* L2TP/IPSec: Enter the VPN server address, VPN username and password, and IPSec pre-shared key provided by your VPN provider.

5:24 HHcd W] 5:24 ol = @ 5:26 ol = @ 5:27 ol = @
< VPN Client
X Add OpenVPN X Add PPTP Server X Add L2TP/IPSec Server

VPN Client [ @)

Description Description Description
PN Server

Username VPN Server VPN Server

-+ Add VPN Server
Password Username Username
Password Password
Config File

Encryption IPSec Pre-Shared Key

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 68



4. Tap and + to add devices that will use the VPN function
9:34 23] 9:37 23] 9:36 HHECA oA
< VPN Client < Client List =+ % Sslsct Devitss
VPN Client phone
= phone
PPTP
Connecting

Access Permission

Client List

Done! Now the devices you specified can access the VPN server you enabled.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

5.Tap to
allow all devices connected
to your Deco to use the VPN
function or only allow devices
on the Client List to use VPN
function.

9:38 MT @

< Access Permission

All Clients

Client List



Configure Connection Alerts

You can configure Connection Alerts so you can get alerts when new devices connect to your network or when the devices you care about go online
or offline.

Go to More > Connection Alerts to enable notifications of new or known clients.

11:00 ol T em
= More

Q Search for a feature
= Wi-Fi Settings
&, Guest Network

@ loT Network

© wps

Aln
@

Internet Connection

©

Network Optimization

£+ Advanced

£ Connection Alerts

&= Managers
A LED Control

§¢ System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Control the Light on Decos

You can turn on or off the light on your Decos immediately or at specific period.

Goto More > LED Control to turn on or off the light on your Decos or specify a period during which the light will go off.

11:00 ol T em
= More

Q Search for a feature
= Wi-Fi Settings
&, Guest Network
@ loT Network

© wps

Internet Connection

A
Nav

©

Network Optimization

£+ Advanced

£ Connection Alerts

&= Managers

A LED Control

5@ System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Upgrade Your Deco

TP-Link is dedicated to improving product features and providing a better customer experience. An up-to-date firmware provides better and more
stable network performance. Always update your Deco to the latest firmware version when prompted in the Deco app.

1. Go to More > System > Update Deco. 2. Download and install the latest 3. All Decos in your network will
firmware (if any). be updated.
11:00 o T @ 4:07 EHCd 23] 4:07 EL R A 4 Ml ac @D
= More < System < Update Deco < Update Deco

Q Search for a feature
Update Deco

= Wi-Fi Settings

Reboot Deco Firmware update available for Deco. Your Deco Home Wi-Fi SysFem is currently up-to-
date. Enjoy!
&, Guest Network
Reboot Schedule Deco
@ 10T Network ‘ Deco
Bedroom,Living Room C:
6 WPS Bedroom,Living Room

Z%  Internet Connection
(@ Network Optimization '

New Features/Enhancements:
£} Advanced

A Connection Alerts
&+ Managers

A LED Control

7 System Bug fixes:

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP. 72



Reboot Your Deco

Reboot your Deco at any time when needed.

1. Go to More > System > Reboot Deco.

11:00 Hcd

= More

Q Search for a feature

9)

Wi-Fi Settings
&, Guest Network

@ 10T Network

© wes

Al
@

Internet Connection

©

Network Optimization

£+ Advanced

A Connection Alerts
&= Managers
A LED Control

8@ System

4:07 EHcd( < 3]

< System

Update Deco

Reboot Deco

Reboot Schedule

2. Select the Deco you need to reboot and tap Reboot. You will lose your

internet connection temporarily during the reboot.

4:13 ol T @
< Select Deco
Deselect All

) <= Living Room

1C-61-B4-78-97-78

) “=  Bedroom
00-FF-00-2A-C5-40

Reboot(2)

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Reboot Schedule

With Reboot Schedule, you can set when and how often the Deco reboots regularly, which may improve the network stability.

1. Go to More > System > Reboot Schedule. 2. Enable Reboot Schedule and set when and how often to reboot the
Deco regularly.

11:00 o T @ 4:07 EHCd 23] 316 il T @ 3116 il T @
= More < System < Reboot Schedule Save < Repeat
Q Search for a feature
Update Deco Reboot Schedule () Every Day v
=" Wi-Fi Settings
Reboot Deco Every Week
Repeat Every Monday

&, Guest Network
Reboot Schedule

Reboot Time 03:00 AM
@ 10T Network
& wps
2 59
£%  Internet Connection
3 00 AM
4

01 PM
@ Network Optimization =

£+ Advanced

Next reboot is scheduled for next Monday at 03:00 AM
A Connection Alerts
e Managers

A LED Control

8@ System

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



Control Your Deco with Alexa

Alexa Integration allows you to control your Deco using Amazon's Alexa voice service. You can control and customize your home network by giving
simple voice commands to Alexa, such as enabling the Guest Network, turning off your Deco LEDs, and more.

Follow the steps below to use Alexa voice commands to control your Deco network.

M Note: This feature is currently available in English (US), English (UK), German and Japanese.

In the Deco app, tap = and go to Link Account > Alexa > TP-Link Router Skill, then follow the app instructions to complete the setup.

10:58 ol T . 10:58

= |

@tp-link.com

View Account

Deco WiFi 1.7
Owner

11

@ Everything looks good>

v 126Kbp5
1 HomeShield Pro

D : 77 Link Account
Uy 1 (4
- Q} (o) %

Living Room Bedroom

) Support Center

Online Clients (1) £+ App Settings

£ 1 Online Clients

Smart Home
Add your smart devices and
control them all from the Deco s E

app

&

Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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Enable App Notifications

You can enable notifications of what you care most.

Goto = > App Settings > Notifications to enable notifications.

10:58 ol = @ 10:58

=t

# Chgnge Network
g .

@tp-link.com
®
Guest Network 8 View Account

Deco WiFi 1.7
@ Everything looks good. Owner

1)

1 HomeShield Pro

S ¢ Link Account

Q

Living Room

¢} Support Center

Online Clients (1)

m App Settings

£ 1 Online Clients

Smart Home

Add your smart devices and
control them all from the Deco s E
app.

&

Network

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.




Advanced Features

The Deco app offers a list of advanced features to fulfill diverse network needs.

@ Tip: You can use the search box on the More page to quickly find the features you need.

Tap More > Advanced to access advanced features. Change the operation mode. Enable IPTV/VLAN mode to
W Note: Features available on this page are based on the current operation mode of the network. support IPTV services.
11:00 Hcd 11:00 Hcd
= < Advanced
More Operation Mode Wi-Fi Router >
Q Search for a feature
Static Routing
o o
MAC Clone Disabled
=
DDNS DESabIed
“  Wi-Fi Settings LAN IP
&, Guest Network > DHCP Server
@ 10T Network > Address Reservation
e ps VPN Server
£%  Internet Connection
VPN Client
@ Network Optimization ) )
Fast Roaming Disabled
Ad d
a vanee Beamforming Enabled
ae
A'U‘P NAT Forwarding

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.



@ Tip: You can use the search box on the

Enable MAC Clone if your ISP only

allows specific MAC addresses.

page to quickly find the features you need.

Register a TP-Link DDNS domain
name to access your Decos and
local resources over the internet.

4:20 MG

< DDNS

DDNS

TP-Link

Modify LAN IP to avoid IP
address conflict.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Change DHCP Server settings.
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@ Tip: You can use the search box on the page to quickly find the features you need.

Reserve IP addresses for specific Enable Fast Roaming to further Enable Beamforming to
devices to recognize and reduce roaming delays for your concentrate Wi-Fi signal towards
manage them more easily. wireless devices. connected devices for stronger

connections.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.

Set up port forwarding rules to
enable devices in your network
accessible over the internet with
safety.
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@ Tip: You can use the search box on the page to quickly find the features you need.

Enable SIP ALG to communicate Enable UPNP to allow your local
with SIP (Session Initiation network to dynamically open
Protocol) servers via NAT. ports for applications like gaming.

* Features available in Deco may vary by model and software version. Deco availability may also vary by region or ISP.
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